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Abstract 
Recent advances in development of Wireless 
Communication in VANET has provided emerging 
platform for industrialists and researchers. Vehicular adhoc 
networks are multi hop networks with no fixed 
infrastructure. It comprises of moving vehicles 
communicating with each other. One of the main 
challenges in VANET is security of data. In security there 
are various requirements enlisted here. In this paper we 
have discussed various types of attacks.  
Keywords: VANET, Security, Authentication, Sybil 
attack. 

 

1. Introduction 
A Vehicular Ad-Hoc Network (VANET) facilitates 
communication between vehicles and between 
vehicles and infrastructure. Nowadays, road traffic 
activities are one of the most important daily routines 
worldwide. Passenger and freight transport are 
essential for human development. Thus, new 
improvements on this area are achieved every day - 
better safety mechanisms, greener fuels, etc. Driving 
is one of the most incident factors of traffic safety, so 
there is a clear need to make it safer. Apart from 
partially automating this task, reliable driver data 
provisioning is critical to achieve this goal. An 
accurate weather description or early warnings of 
upcoming dangers (e.g. bottlenecks, accidents) would 
be highly useful for drivers. For this purpose, a new 
kind of information technology called VANET 
(Vehicular Ad-hoc Network) is being developed. In 
VANETs, vehicles can communicate each other 
(V2V, Vehicle-to-Vehicle communications). 
Moreover, they can connect to an infrastructure (V2I, 
Vehicle-to-Infrastructure) to get some service. This 
infrastructure is assumed to be located along the 
roads [1]. 

Content sharing using cooperative peer-to-peer model 
has become increasingly more popular in a VANET. 
VANET is a promising approach for facilitating road 
safety, traffic management, and infotainment 

dissemination for drivers and passengers. VANETs 
are special case of MANETs. They are formed 
mainly by vehicles as network nodes communicating 
between them. A VANET is a distributed and self-
organized network; it is characterized by high 
mobility defined by a mobility model [2].The goal of 
VANET research is to develop a vehicular 
communication system to enable quick and cost-
efficient distribution of data for the benefit of 
passengers' safety or comfort. If an accident warning 
can be sent to cars approaching the accident region, it 
would allow the drivers to take preventive measures 
and avoid disaster. A good real time feedback of the 
traffic condition would surely decrease the number of 
accidents and persons killed every year in road 
accidents. 
 

2. Literature Survey 

In 2012 Chavhan K.L. and Patil P.A. proposed that 
VANET is a form of Mobile Ad-Hoc Network or 
MANET which provides communication between 
vehicles and between vehicles and road-side base 
stations. A vehicle in VANET is considered to be an 
intelligent mobile node capable of communicating 
with its neighbors and other vehicles in the network 
[3]. VANET is different from MANET due to high 
mobility of nodes and the large scale of networks. 
Security and privacy are the two main concerns in 
designing a VANET. Although there are many 
proposed solutions for improving securities in 
VANET but security still remains a delicate research 
subject. The main objective of this research is to 
improve the security in VANET. The preliminary 
efforts were focused on the potential applications, 
possible attacks, and security requirement. The long 
term goal of this research was to come up with an 
entirely new solution that can be implemented in 
designing a VANET. 
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FarzadSabahi in 2011 [4] discussed security issue as 
one of the most important problems in Vehicular 
Adhoc network. The VANET is a combination of 
computing, communication which introduces the 
benefit of using several kinds of its technology. 
Moreover, VANET is a new technology and has 
considerable vulnerabilities certainly which give 
great chances to attackers to break it. These malicious 
users always try to challenge the networks with their 
selfish behaviour. Adhoc protocols play the main role 
in VANET but they have size limits and are always 
smaller than the VANETs. The size of VANETs and 
their characteristics inherited from adhoc make 
difficulties in implementing security capabilities and 
policies. All issues which exist in VANET and 
mentioned in this paper may have solutions. 
However, there are two major issues which should be 
considered. Firstly, there is difficulty of 
implementation and secondly, there is a probability 
of lacking economic justification for the company 
which provides VANET-based services. In addition, 
there are many cases where those solutions are 
difficult or impossible to implement. 
 
In 2010Ghassan Samara,Wafaa A.H. Al-Salihy and 
R. Sures [5]told that Vehicular Ad Hoc Networks 
(VANET) has mostly gained the attention of today’s 
research efforts, while current solutions to achieve 
secure VANET, to protect the network from 
adversary and attacks still not enough, trying to reach 
a satisfactory level, for the driver and manufacturer to 
achieve safety of life and infotainment. The need for 
a robust VANET networks is strongly dependent on 
their security and privacy features, which will be 
discussed in this research. In this, various types of 
security problems and challenges of VANET been 
analyzed and discussed; they also discuss a set of 
solutions presented to solve these challenges and 
problems. 
 
According to Mohamed Salah Bouassida and 
Bertrand Ducourthial(2009) [6]Vehicular Ad hoc 
Network is a collection of mobile hosts forming a 
temporary network without the aid of any established 
infrastructure. This edibility in space and time 
induces new challenges towards the security needed 
to support secure communications. Indeed, VANET 
are subject to attacks due to their vulnerabilities; one 
of the most compromising attacks is the Sybil nodes 
attack. They present in this context a Sybil detection 
approach, based on received signal strength 
variations, allowing a node to verify the authenticity 
of other communicating nodes, according to their 
localizations. In addition, they define an estimated 

metric of the distinguish ability degree between two 
nodes, allowing determining Sybil and malicious 
ones within VANET. The applicability of our 
contributions is validated through geometrical 
analysis, simulations and real measurements. 
 
Yi Qian, Nader Moayeri (2007) [7] proposed a secure 
and application-oriented network design framework 
for VANET because Vehicular ad hoc network 
(VANET) is recognized as an important component 
of Intelligent Transportation Systems and to 
successfully deploy VANET.  They considered both 
security requirements of the communications and the 
requirements of potential VANET applications and 
services. The proposed framework consists of two 
basic components: an application-aware control 
framework and a unified routing scheme. Besides the 
network design framework, they further study a 
number of key enabling technologies that are 
important to a practical VANET. This study   
provided a guideline for the design of a more secure 
and practical VANET. 
 
Philippe Golle, Dan Greene, Jessica Staddon (2004) 
[8] proposed a general approach to evaluating the 
validity of VANET data. In this approach a node 
searches for possible explanations for the data it has 
collected based on the fact that malicious nodes may 
be present. Explanations that are consistent with the 
node's model of the VANET are scored and the node 
accepts the data as dictated by the highest scoring 
explanations. They introduced the techniques for 
generating and scoring explanations rely on two 
assumptions: 1) nodes can tell \at least some" other 
nodes apart from one another and 2) a parsimony 
argument accurately reflects adversarial behavior in a 
VANET. They justify both assumptions and 
demonstrate our approach on specific VANETs. 
 

3. Security 
Network security is clearly important for each of 
these applications. The traditional approach to 
network security involves a key management solution 
that allows for data integrity and the authentication of 
network “insiders". Besides raising privacy concerns 
and being unwieldy for a VANET, we believe this 
approach solves the wrong problem. In a VANET, far 
simpler attacks than data modification exist, such as 
for example transmitting fraudulent data about road 
congestion or vehicle position, and such attacks can 
be quite damaging. Further, in large-scale VANETs 
there is no guarantee that previously honest nodes 
will not be corrupted in the future. Hence, security in 
a VANET relies upon the potentially more 



International Journal of Engineering, Applied and Management Sciences Paradigms, Vol. 04, Issue 01, June 2013 
ISSN (Online): 2320-6608 
www.ijeam.com 
 

IJEAM 
www.ijeam.com 

18 
 

challenging problem of detecting and correcting 
malicious data. [8] 
 
A security system for safety messaging in a VANET 
should satisfy the following requirements [9]: 

1) Authentication: Vehicle reactions to events 
should be based on legitimate messages (i.e., 
generated by legitimate senders). Therefore 
we need to authenticate the senders of these 
messages. 

2) Verification of data consistency: The 
legitimacy of messages also encompasses 
their consistency with similar ones (those 
generated in close space and time), because 
the sender can be legitimate while the 
message contains false data. This 
requirement is sometimes called 
“plausibility”. 

3) Availability: Even assuming a robust 
communication channel, some attacks (e.g., 
DoS by jamming) can bring down the 
network. Therefore, availability should be 
also supported by alternative means. 

4) Non-repudiation: Drivers causing accidents 
should be reliably identified; a sender should 
not be able to deny the transmission of a 
message (it may be crucial for investigation 
to determine the correct sequence and 
content of messages exchanged before the 
accident). 

5) Privacy: People are increasingly wary of Big 
Brother enabling technologies. Hence, the 
privacy of drivers against unauthorized 
observers should be guaranteed. 

6) Real-time constraints: At the very high 
speeds typical in VANETs, strict time 
constraints should be respected. 

 

4. Authentication 
Authentication is a major requirement in VANET as 
it ensures that the messages are sent by the actual 
nodes and hence attacks done by the greedy drivers 
or the other adversaries can be reduced to a greater 
extent. Authentication, however, raises privacy 
concerns, as a basic authentication scheme of 
attaching the identity of the sender with the message 
would allow tracking of vehicles. It, therefore, is 
absolutely essential to authenticate that a sending 
vehicle has a certain property which provides 
authentication as per the application. For example, in 
location based services this property could be that a 
vehicle is in a particular location from where it 
claims to be. [10]The different types of attack on 
authentication/identification are discussed as follows: 

4.1 Sybil Attack 
This attack happens when an attacker creates a large 
number of pseudonymous, and claims or acts like it is 
more than a hundred vehicles, to tell other vehicles 
that there is jam ahead, and force them to take 
alternate route [11].In this attack an attacker pretends 
to have multiple identities. An attacker can behave as 
if it were a large number of nodes simply by claiming 
false multiple identities [12]. It provides illusion to 
other vehicle by sending some wrong messages like 
traffic jam message. The objective is to enforce other 
vehicles on the road to leave the road for the benefits 
of the attacker. 
 
4.2 Masquerading 
This attack is a result of providing false identities 
while communication by an attacker. Masquerading 
[13]involves message fabrication, alteration and 
replay. For example, to slow down other vehicle 
speed an attacker tries to act as an emergency vehicle 
and hence defraud other vehicle. 
 
4.3 Replay Attack 
This attack happens when an attacker replays the 
transmission of earlier information to take advantage 
of the situation of the message at time of sending 
[14]. 
 
4.4 Global Positioning System (GPS) Spoofing 
The exact position on the earth can be easily known 
to every vehicle by using GPS. In this attack an 
attacker provide false information to other vehicle by 
producing false readings in the GPS devices. This is 
done by an attacker using GPS simulators that 
generate signals which are stronger than those 
generated by genuine satellite. 
 
4.5 Tunneling 
This attack happens when an attacker connects two 
distant parts of the Adhoc network using an extra 
communication channel as a tunnel. As a result, two 
distant nodes assume they are neighbors and send 
data using the tunnel [15]. The attacker has the 
possibility of conducting a traffic analysis or 
selective forwarding attack. 
 
4.6 Message Tampering 
In this attack the valuable or even critical traffic 
safety messages can be manipulated. This is done by 
attacker by modifying, dropping or corrupting the 
messages [16]. 
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4.7 ID Disclosure 
In this type of attack the ID of targeted nodes will get 
disclosed for tracking the current location of that 
node. A global observer monitors the target nodes 
and some time sends a malicious message to 
neighbor of targeted nodes. This tracked data is used 
for other purpose like car rental companies to track 
their own cars [17]. 
 

5. Conclusion 
In this paper we have discussed VANET and its 
environment. VANET security has become more 
challenging due to the unique features of the network, 
such as high-speed mobility of network entity or 
vehicle, and extremely large amount of network 
entities. Various security requirements are discussed 
in this paper among which authentication is selected 
yet for work. Further various types of attacks on 
authentication are described. Sybil attack attracted 
our attention. So we will work on Sybil attack in 
future. 
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